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ABSTRACT
New Wi-Fi systems have leveraged beamforming to manage

a significant portion of traffic for achieving high through-

put and reliability. Unfortunately, this has amplified certain

security risks since beamforming critically relies on the clear-
text beamforming feedback information (BFI): though simi-

lar risks have been exposed using emulation platforms (e.g.,

USRP), they have never proven realistic till this day. In this pa-

per, we propose BeamCraft, the first attack tomanipulate traf-

fic in commodity Wi-Fi systems; it differs significantly from

existing attacks either staying only on emulation platforms

with limited real-world applicability or jamming communi-

cations by brute force. The core idea of BeamCraft involves

corrupting beamforming decisions by injecting crafted BFIs

that feed an access point (AP) with erroneous information

on channel states. To mount a covert yet purposeful attack,

we develop i) a joint location and transmit power selection

strategy to evade detection by victims and ii) a novel BFI

forgery method to effectively manipulate AP’s beamforming

decisions. We implement BeamCraft using commodity Wi-Fi

devices and perform extensive evaluations with it; the results

reveal that BeamCraft effectively manipulates Wi-Fi traffic

while maintaining a low exposure rate.

CCS CONCEPTS
• Security and privacy → Mobile and wireless security;
• Networks→Wireless local area networks.
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Wi-Fi communication, beamforming, physical layer security.
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1 INTRODUCTION
As wireless technologies have advanced, modern Wi-Fi sys-

tems, starting with the 802.11ac standard, have achieved

Gbps links and handle over 50% of network traffic [18, 34].

This vast volume of traffic has become a prime target for

various attacks aimed at manipulating or disrupting net-

work operations. Among these, flood [11, 14, 66] and jam-

ming [30, 39] are typical attacks. Designed to overwhelm

Wi-Fi networks by incessantly injecting excessive packets or

noise, these attacks are irrational: they necessitate significant
resource expenditure (especially in high-bandwidth scenar-

ios [6, 46]) without bringing much benefit to an attacker.

As Wi-Fi bandwidth expands from 20MHz to even 320MHz

in the forthcoming Wi-Fi 7 (802.11be) standard [16], the re-

source
1
required to launch such attacks escalate, thereby

discouraging attacks and fortifying network security.

Unfortunately, the incorporation of beamforming into Wi-

Fi introduces a new vulnerability: its dependence on clear-
text channel feedback from users. Pivotal in enhancing Wi-Fi

communication, beamforming enables multi-antenna access

points (APs) to perform directional transmission towards

users, thereby significantly boosting throughput and relia-

bility [12, 20, 38]. Consequently, it manages nearly all traf-

fic within Wi-Fi systems that support beamforming, as evi-

denced by our real-world measurements. However, the suc-

cess of beamforming relies on channel feedback provided by

a channel sounding protocol [7]. As the feedback is trans-

mitted in clear-text, it is prone to interception and injection.

Upon injecting forged feedback, an attack may potentially

1
Existing jamming attacks demand expensive devices (e.g., USRP) to be

deployed for constantly transmitting jamming signals on all possible Wi-Fi

channels [33, 39].

1
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Figure 1: BeamCraft: an attacker forges beamforming
feedback to a Wi-Fi AP and the AP is manipulated to
align the data transmission towards a misled direction.

manipulate Wi-Fi traffic to its own benefit. Therefore, com-

pared with traditional flood or jamming attacks, beamform-
ing feedback forgery attack brings a much higher reward to

the attack at a much lower exposure rate and cost (in terms

of both hardware and software complexity). Although prior

work [52] demonstrated successful injection attacks, they

rely on software-defined radio (SDR) [2], hence only stay-

ing on emulations and applicable to specific beamforming

algorithms, with limited real-world applicability.

In response to these limitations, we introduce BeamCraft,

the first attack to manipulate traffic of commodity Wi-Fi

systems via forged beamforming feedback. As depicted in

Figure 1, the attacker forges the beamforming feedback and

injects it into a Wi-Fi system, causing the AP to perform

beamforming in an erroneous manner. Of course, developing

such an attack in covert yet purposeful manner does face two

major challenges. On one hand, the omnidirectional broad-

cast nature of feedback may potentially expose the attack

to victims. In particular, as the attacker spoofs the victims’

media access control (MAC) address, victims overhearing the

feedback can be alerted of an attack. On the other hand, mod-

ern Wi-Fi standards only support compressed beamforming
feedback information (BFI) containing a feedback matrix and

average signal-to-noise ratio (SNR) [10], instead of full chan-
nel state information (CSI). Therefore, existing attack [52]

fails to act onWi-Fi systems as they forge only the whole CSI

for a specific beamforming algorithm, yet such algorithms in

a Wi-Fi AP are hidden from all users including the attacker.

To solve the first challenge, BeamCraft strategically pre-

vents victims from correctly decoding the forged feedback.

To this end, we analyze the relationship between the decod-

ing success rate and SNR, and then develop the joint location

and transmit power selection strategy for the attacker. The

outcome allows for successfully decoding the forged BFI at

the Wi-Fi AP but not the victim, thereby maintaining the

attack’s covertness. For the second challenge, we focus on

modifying the feedback matrix instead of the average SNR

contained in the BFI, which represents channel direction and

is pivotal to all types of beamforming algorithms. We further

develop a novel BFI forgery method to manipulate the Wi-Fi

traffic; it aims to control the correlation between the feed-

back matrix in the forged BFI and the genuine one, so as to

misdirect the beam of the AP and manipulate the resulting

SNR of beamforming. Finally, we implement a prototype of

BeamCraft using commodity devices and conduct extensive

experiments to evaluate the performance. In summary, we

make the following major contributions:

• We propose BeamCraft, the first novel attack for traffic

manipulation, targeting practical Wi-Fi systems by

injecting forged beamforming feedback.

• Wedesign a joint location and transmit power selection

strategy, ensuring the covertness of an attacker.

• We develop a novel BFI forgery method to misdirect

AP’s beamforming and thus manipulate traffic.

• We implement BeamCraft prototype and evaluate it

with extensive experiments. The promising results con-

firm that BeamCraft can manipulate Wi-Fi traffic with

a low exposure rate.

The paper is structured as follows. Section 2 introduces

the background for Wi-Fi beamforming, the attack model

of BeamCraft, and the feasibility study. Section 3 details

the design of BeamCraft, including the joint location and

transmit power selection strategy and the novel BFI forgery

method. Sections 4 and 5 report the experiment setting and

performance evaluation results of BeamCraft, respectively.

We discuss the limitations of BeamCraft and present defense

strategies in Section 6. Related works are briefly captured in

Section 7. Finally, we conclude our paper in Section 8.

2 BACKGROUND AND MOTIVATION
In this section, we first provide basic knowledge on Wi-Fi

beamforming and present the attack model. Then, we verify

the feasibility of forging feedback matrix and compare it

with the existing work.

2.1 Wi-Fi beamforming
For the successful implementation of beamforming, it is es-

sential for the Wi-Fi AP to know the channel between itself

and the user(s). Therefore, a channel sounding protocol has

been defined in the Wi-Fi standards [7], as shown in Figure 2.

The protocol can be divided into three parts.

NDP Announcement: The Wi-Fi AP triggers the chan-

nel sounding protocol with a control frame, namely null
data packet (NDP) announcement. It is broadcast to the ac-

tive user(s), along with a unique dialog token for security

purposes. This announcement prepares the user(s) for the

subsequently transmitted NDP.

2
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Figure 2: Wi-Fi channel sounding protocol: It starts
with an NDP announcement, which is followed by CSI
acquisition, demanding a BFI report summarizing the
acquired CSI.

CSI Acquirement: Upon receiving the NDP broadcast by

the AP, a user can measure the CSI between itself and the

AP using the predefined pilot contained in the NDP. Let𝑀T

denote the number of transmit antennas for the Wi-Fi AP

and𝑀R

𝑖 denote the number of receiving antennas for the 𝑖-th

user (which also represents the maximum number of data

streams). Then the measured CSI matrix
2
can be represented

by 𝑯𝑖 ∈ 𝑀R

𝑖 ×𝑀T
.

BFI Report: After measuring 𝑯𝑖 , the user needs to feed

it back to the AP. Instead of the whole CSI matrix, a CSI

compression method is adopted on BFI to reduce the over-

head. Specifically, the user first calculates the feedbackmatrix

𝑽𝑖 ∈ C𝑀
T×𝑀R

𝑖 as the right singular vectors of 𝑯𝑖 :

𝑯𝑖 = 𝑼𝑖𝚲𝑖𝑽
𝐻
𝑖 , (1)

where 𝑼𝑖 and 𝑽𝑖 are both orthonormalmatrices,𝚲𝑖 ∈ C𝑀
R

𝑖
×𝑀R

𝑖

is a diagonal matrix with nonnegative real values on the di-

agonal, and (·)𝐻 denotes the conjugate transpose operation

(hence 𝑽𝐻𝑖 𝑽𝑖 results in the identity matrix). Next, 𝑽𝑖 is com-

pressed into multiple phase values with Givens Rotation [19],

and phase values are further quantified [28]. Beside the quan-

tified phases (which are still denoted by 𝑽𝑖 ), BFI also contains
the average SNR for each stream. Finally, BFI is transmitted

to the AP within a management frame, along with the dialog

token received from the Wi-Fi AP and a sequence number

(seq). Upon receiving the BFI, the AP may act accordingly to

perform beamforming towards the user for improving the

transmission quality. As the compression method and format

are defined in Wi-Fi standards, forging BFI is viable.

2
In 802.11 standards, orthogonal frequency-division multiplexing (OFDM)

technique is adopted for independently transmitting data via 𝐾 subcarriers.

To keep the model succinct, we ignore the subcarrier and the proposed

method in our paper can be readily extended to the multiple-subcarrier case

by treating each subcarrier independently.

2.2 System and Attack Models
System Model. We consider a typical communication sce-

nario where several users connect to a Wi-Fi AP and simulta-

neously engage in respective online activities, such as gam-

ing, streaming videos, and web browsing. This happens often

in places covered byWi-Fi APs, typically including cafeterias,

airports, and shopping malls. To improve throughput under

such multi-user scenarios, the Wi-Fi AP frequently initiates

the channel sounding protocol mentioned in Section 2.1 for

collecting BFIs and then acts accordingly. The Wi-Fi AP may

apply different beamforming algorithms to increase through-

put, including directly taking the feedback matrix as the

beamforming matrix [55] or leveraging zero-forcing (ZF)

beamforming [64] to reduce inter-user interference. Addi-

tionally, it also utilizes a specific transmit power allocation

strategy, e.g., equal power allocation, to maintain fairness

among users.

Attack Model. Under the aforementioned multi-user Wi-Fi

access scenario with selfish human users, it is natural to

assume that an attacker aims at a covert traffic manipulation

to gain higher throughput than others, by exploiting the

vulnerability of beamforming. To this end, the attacker is

equipped with two Wi-Fi network interface cards (NICs):

one operates in monitor mode [17] for sniffing packets and

injecting the forged BFI, while the other one (also known

as beneficiary) enjoys the higher throughput after traffic

manipulation. Note that the need for two separated NICs is

only an artifact caused by the lack of proper access to Wi-Fi

firmware, which can be mitigated with future developments.

Unlike previous approaches [52] that utilize expensive

SDR platforms for injecting beamforming feedback not even

acceptable to contemporary Wi-Fi NICs, we assume readily

available commodity Wi-Fi NICs with very low cost. We

further assume that the beamforming algorithm and trans-

mit power allocation strategy are hidden from the attacker,

making the attack more meaningful than that proposed in

[52]. The attacker is allowed to freely adjust its location to

suit its needs, as far as it maintains the connection with the

target AP.
3
Finally, the attacker is assumed to be resource-

constrained, hence with limited ability to perform high-

frequency packet injections similar to flood attacks. This

limitation underscores the necessity for strategic packet in-

jection over methods that simply exhaust bandwidth.

2.3 Feasibility Study and Existing Work
We now verify the feasibility of injecting forged BFI, by set-

ting up an experiment with two users and one attacker. We

let two desktops equipped with two-antenna Wi-Fi NICs act

as users (or victims) and connect them to a four-antenna

3
The minimum distance between attacker and AP depends on physical

layout: for AP at an easily accessible location, zero distance can be viable.

3
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Figure 3: The ratio of trafficmanaged by the beamform-
ing over different communication tasks.

Wi-Fi AP. The Wi-Fi AP performs beamforming with a band-

width of 20 MHz towards two users. Meanwhile, the attacker

is equipped with one two-antenna Wi-Fi NIC; it aims to sniff

the BFI feedback from users and inject forged BFIs, so as to

manipulate Wi-Fi traffic. For the sake of comparison, we also

reproduce the power attack [52] designed for a non-standard

WiFi protocol: though it cannot be directly implemented on

commodity Wi-Fi NICs, we emulate it by scaling the mag-

nitude of the whole CSI (i.e., forging average SNR in BFI),

which should be practically equivalent to [52].

To report the results, we first analyze the data traffic un-

der four communication tasks, i.e., downloading, playing

online games, visiting websites, and watching online videos,

as shown in Figure 3. It can be observed that almost all traffic

is managed by the beamforming, indicating the potential sig-

nificance of BFI injection attack. We then compare the effect

of forging feedback matrix with the power attack forging

only average SNR. In Figure 4 depicting the traffic variations

caused by two attacks both start at 50s, one can observe that

the normal throughput of 73.4Mbps drops to 49.3Mbps after

the attack with forged feedback matrix is launched, whereas

no obvious difference in traffic is caused by the power attack.

Apparently, forging the feedback matrix can be a much more

powerful attack in manipulating Wi-Fi traffic.

The reason for this difference can be attributed to the dis-

tinct channel information represented by the average SNR

and feedback matrix in BFI. Since the average SNR indicates

the path loss between the transmitter and receiver, forging

it may affect AP’s power allocation among users (and their

respective antennas). However, as common power alloca-

tion algorithm implemented by Wi-Fi AP is merely equal
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Figure 4: The effect of traffic manipulation under both
forged feedback matrix and scaled SNR.

allocation, such an attack virtually has no impact on Wi-Fi

traffic. On the contrary, a feedback matrix characterizes the

direction of a transmission path, it has a definite impact on

AP’s beamforming, especially when the AP directly takes the

feedback matrix as its beamforming matrix for data trans-

mission. Consequently, a properly crafted feedback matrix

can cause the AP to beam towards a wrong direction, hence

effectively reducing the received SNR at a victim. Built upon

this discovery, we set out to design BeamCraft in order to

concretely realize the BFI injection and better exploit it.

3 THE DESIGN OF BEAMCRAFT
In this section, we first give the design overview of Beam-

Craft and then introduce the details.

3.1 Overview
Aiming to enable traffic manipulation attack on commodity

Wi-Fi communication systems, BeamCraft follows the whole

workflow shown in Figure 5. Specifically, an attacker first

sniffs the packets from the Wi-Fi AP and users to measure

the path loss and then determines the location and transmit

power for injection (Section 3.2). Subsequently, among the

sniffed packets, the BFI packets from users are first decom-

pressed and transformed into feedback matrices, based on

which the forged feedback matrices are crafted. How exactly

a feedback matrix is crafted depends on the choice out of

two types of the traffic manipulation: i) traffic disruption
(Section 3.3) that the throughput of users (victims) is throt-

tled, and ii) traffic plunder (Section 3.4) that the throughput

of a certain user (beneficiary) is boosted by sacrificing that

of another user (victim). Upon getting the feedback matrix

ready and then detecting the AP’s NDP announcement, the

attacker promptly updates the sounding dialog token and seq

in the BFI packet and injects this forged BFI. The forged BFI

packet is flagged with a “retry” to indicate a retransmission,

so that it would be accepted by the AP and take effect even if

the arrival time of the forged BFI is behind the genuine one.

Realizing the workflow of BeamCraft requires us to tackle

two main challenges:

• Whereas the injected BFI needs to be correctly de-

coded by the Wi-Fi AP so that the attack can take

effect, voiding alerting the victim should be an equally

important objective. This latter objective is made very

challenging because the BFI packet is transmitted om-

nidirectionally by a commodity NIC. To this end, we

analyze the decoding success rate and propose a strat-

egy (Section 3.2) by jointly considering the location

and transmit power of the attacker, in order to prevent

the victim from correctly decoding the forged BFI.

• As we introduce in Section 2.3, injecting random feed-

back matrix can affect the Wi-Fi traffic, even without

4
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Figure 5: Overview of BeamCraft.

the knowledge of beamforming algorithms adopted by

an AP. However, the remaining challenge is how to

carry out the purposeful attacks of traffic disruption

and plunder. To tackle this challenge, our methods to

forge feedback matrices in Sections 3.3 and 3.4 exploit

the shared principle across almost all beamforming

algorithms, i.e., enhancing signal power while sup-

pressing interference.

3.2 Location and Power Selection
We address the first challenge in this section, i.e., to maintain

the covertness of the attack towards the victim while ensur-

ing successful reception of the forged BFI at the Wi-Fi AP. To

this end, the forged packet should be correctly decoded by

the Wi-Fi AP but not by the victim. The successful decoding

mainly depends on whether the receiver’s SNR exceeds the

decoding threshold. Specifically, the threshold of decoding

increases with the Modulation Coding Scheme (MCS) index

that represents the selected modulation scheme and coding

scheme. A higher MCS index, indicating more sophisticated

modulation types and higher coding rates, makes the system

more susceptible to noise, thereby raising the SNR threshold.

Therefore, the attacker should leverage a high MCS index to

shorten the duration of transmitting the forged BFI, thereby

reducing the impact caused by the BFI injection on normal

communications. Setting the MCS index to 𝑘 , the necessary

SNR threshold for correctly decoding is denoted by 𝜃SNR
𝑘

, and

the SNR at theWi-Fi AP should be higher than 𝜃SNR
𝑘

−𝛿SNR/2,
where 𝛿SNR > 0 is the SNR margin.

4
To further ensure the

covertness of the attacker, the received SNR of the forged

BFI at the victim should be lower than 𝜃SNR
𝑘

− 𝛿SNR/2.
Now, we focus on the received SNR that is determined

by three elements, i.e., the transmit power, the propagation

attenuation, and the noise power. To manipulate the SNRs

4
The table of MCS index and related SNR threshold can be found in Wire-

less LAN Professionals’ site (https://wlanprofessionals.com/revolution-wifi-

mcs-to-snr-levels/).

at both the victim and Wi-Fi AP, we aim to: i) manage prop-

agation attenuation to create the SNR margin, and ii) adjust

transmit power to meet the SNR threshold. Propagation at-

tenuation ℓ (in dB) depends on distance 𝑑 (in meters) as

ℓ = 𝛼 × 10 log
10
(𝑑) + ℓ1, (2)

where ℓ1 denotes the propagation attenuation when 𝑑 being

1m and 𝛼 is the path loss exponent [40]. Let 𝑑ap denote

the distance between the attacker and the Wi-Fi AP and 𝑑v

denote the distance between the attacker and the victim.

Then, to ensure the SNR margin, 𝑑ap and 𝑑v should satisfy

𝑑v ≥ 10
𝛿SNR/(10𝛼 )𝑑ap . (3)

Typically, 𝛼 ∈ [2, 4] and here we consider the worst case

(i.e., 𝛼 = 2) [40]. Based on Eqn. (3), we can plot the feasible

locations for the attacker under different 𝛿SNR requirements

when the distance between the victim and the Wi-Fi AP is

set as 10m, as shown in Figure 6. When 𝛿SNR is 3 dB, the

boundary of the feasible region is at most 24m away from

the Wi-Fi AP. Note that physical obstructions (e.g., wall and
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glass windows) negligibly affect the feasible area as they

similarly attenuate signals from both the victim and Wi-Fi

AP. In addition, we need to adjust the transmit power for

ensuring the SNR at the victim below 𝜃SNR
𝑘

− 𝛿SNR/2 and

that at the Wi-Fi AP above 𝜃SNR
𝑘

+ 𝛿SNR/2. Given the SNR

threshold, propagation attenuation, and noise power, the

transmit power can be uniquely determined.

In practice, an attacker may have no prior knowledge of

the parameters 𝛼 and ℓ1 in Eqn. (2), and thus s/he can vary

her/his location and then estimate those parameters first.

After that, the attacker can first select the location by con-

sidering both the physical layout of the scenario and the

feasible location indicated by Eqn. (3) with a required 𝛿SNR.

By sniffing packets from both the victim and the Wi-Fi AP,

the attacker can then measure the received power levels with

popular sniff tools: for example, Wireshark [9] and Aircrack-

ng [1] allow for an accurate assessment of the SNR margin

based on the principle of channel reciprocity [51]. If the

measured SNR margin is adequate (i.e., higher or equal to

𝛿SNR), the attacker can then focus on selecting an appropriate

transmit power level. Otherwise, the attacker turns back to

select the location again within the feasible region defined

by a slightly higher SNR margin (e.g., 𝛿SNR+1 dB): as the
required SNR margin 𝛿SNR remains intact, selecting the loca-

tion within a more “conservative” region should have a better

chance to meet the requirement. To determine the transmit

power, the attacker needs to again rely on Aircrack-ng for

acquiring the noise power.

3.3 Traffic Disruption
In this subsection, we aim to forge the feedbackmatrix to real-

ize the traffic disruption. Specifically, there are two modes of

beamforming inWi-Fi systems, that is single-usermultiple-in

multiple-out (SU-MIMO) andmulti-user multiple-inmultiple-

out (MU-MIMO). The former demands that the Wi-Fi AP

transmits signals towards one user at a time and improves

the SNR via beamforming, whereas the latter enables the

AP to serve multiple users at a time and uses beamforming

to separate the signals towards different users. Two modes

are easily distinguished by observing how many users are

reporting BFI: only one user reports the BFI in each channel

sounding of SU-MIMO mode, as opposed to multiple users

reporting in that of MU-MIMO mode. Here, we first study

the SU-MIMO mode and then consider the MU-MIMO.

In the SU-MIMOmodewith one active user, after receiving

the feedback matrix 𝑽 in the BFI carried by the channel

sounding protocol, the Wi-Fi AP first precodes transmission

data 𝒔 = [𝑠𝑚] ∈ C𝑀R×1
using beamforming matrix 𝑪 ∈

C𝑀
T×𝑀R

and then transmit 𝑪𝒔 towards the active user.5 After

5
We ignore the subscript 𝑖 in Eqn. (1) for the SU-MIMO mode, since there is

only one active user at any given point in time.

undergoing the wireless channel 𝑯 ∈ C𝑀R×𝑀T

, the received

signal at the user can be expressed as

𝒚 = 𝑯𝑪𝒔 + 𝒏 = 𝑼𝚲𝑽𝐻𝑪𝒔 + 𝒏, (4)

where 𝒏 ∈ C𝑀R×1
is the Gaussian noise and 𝑼𝚲𝑽𝐻 is the

SVD of 𝑯 introduced in Section 2.1. The above equation indi-

cates, under beamforming, the equivalent channel is 𝑼𝚲𝑽𝐻𝑪
from the perspective of the user. As we mentioned before,

the beamforming matrix 𝑪 is determined by the beamform-

ing algorithm hidden for an attacker. Fortunately, as there is

no inter-user interference in the SU-MIMO mode, all beam-

forming algorithms aim to achieve one purpose: maximizing

the received signal power. Therefore, they all directly take

𝑪 = 𝑽 because 𝑽 maximizes the product of 𝑽𝐻𝑪 (hence the

power). Here, we ignore the average SNR information in the

BFI as our study in Section 2.3 indicates forging average SNR

hardly impacts the traffic.

Towards the goal of traffic disruption, an attacker injects a

forged feedback matrix, denoted by 𝑽 f
, to reduce the equiv-

alent channel gain of 𝑼𝚲𝑽𝐻𝑽 f
. It seems that the most di-

rect method is to let 𝑽 f
be a zero matrix 0. However, this

method does not work with commodity Wi-Fi systems, since

the feedback matrix has been compressed into phases and

the matrix would not be zero even if all phases are set to

zeros. Therefore, we turn to force the equivalent channel

𝑼𝚲𝑽𝐻𝑽 f
to approach 0, i.e., min | |𝑼𝚲𝑽𝐻𝑽 f | |. As 𝑼 is unitary,

min | |𝑼𝚲𝑽𝐻𝑽 f | | is equal to min | |𝚲𝑽𝐻𝑽 f | |. Recall that 𝚲 is a

diagonal matrix with nonnegative real values on the diago-

nal. Then, the optimal forged matrix to the above problem,

denoted by 𝑽 f,★
, should lie in the nullspace of genuine feed-

back matrix 𝑽 , i.e., 𝑽𝐻𝑽 f,★ = 0.6 To calculate 𝑽 f,★
, we can use

Gram–Schmidt orthonormalization method [50]. With 𝑽 f,★

contained in the injected BFI, the AP’s beamforming direc-

tion becomes orthogonal to the channel direction, causing

the received signal power at the user (victim) being minimal

and leading to the throughput being almost zero.

It is now clear that the correlation between the beamform-

ing direction and channel direction affects the throughput: a

correlation 1 achieved by 𝑽 leads to the highest throughput,

while 𝑽 f,★
yields a correlation 0 and hence a throughput of

almost zero. Intuitively, we should be able to manipulate the

traffic at will by adjusting the correlation between 𝑽 f
and

𝑽 , denoted by 𝜌 f ∈ [0, 1]. Such a flexible traffic disruption

attack is feasible if a forged feedback matrix satisfies two re-

quirements: i) the correlation being 𝜌 f , i.e., 𝑽𝐻𝑽 f = 𝜌 f 𝑰 , and
ii) being an orthonormal matrix required by the BFI compres-

sion method, i.e., (𝑽 f )𝐻𝑽 f = 𝑰 . To this end, we construct the

forged feedback matrix as 𝑽 f =
√︁
1 − (𝜌 f )2𝑽 f,★ + 𝜌 f𝑽 . Con-

sequently, the resulting channel becomes 𝜌 f𝑼𝚲𝑽𝐻𝑽 and the

6
The nullspace of 𝑽 is not empty, since the number of user’s antennas

(usually being 1 or 2) is less than that of the Wi-Fi AP (usually being 4).

6
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received signal power is (𝜌 f )2 times that under the normal

beamforming without attack. Based on the above analysis,

the attacker can adjust 𝜌 f contained in 𝑽 f
to manipulate the

throughput of the victim within the range from the normal

level without attack (enabled by setting 𝜌 f = 1) to almost

zero (setting 𝜌 f = 0).

As the aforementioned attack works for the SU-MIMO

mode, we need to further extend the attack to the MU-MIMO

mode. The MU-MIMO allows for simultaneous transmitting

different data streams to distinct users, and the underlying

“separation” is enabled via channel directions specified by

the feedback matrices. Taking advantage of this feature, the

attacker can inject the feedback matrix of the victim copied

from another active user, and then the received signal at the

victim would be a mixture of two different signals with equal

power for two users (victim and another user), since they ap-

pear to be located at the same direction from the perspective

of the Wi-Fi AP. Consequently, the signal-to-interference-

plus-noise ratio (SINR) at the victim is reduced to around

0dB, leading to a high bit error rate and interrupting the

communication.

3.4 Traffic Plunder
To realize the attack of traffic plunder, we focus on the MU-

MIMO mode that allows for simultaneous transmitting to

multiple users over shared bandwidth, since it makes sense to

“plunder” victims’ throughput to the benefit of the attacker

under such circumstances. Let us first consider a simple case

where there are two single-antenna users in the MU-MIMO

mode, the first one being the beneficiary (and the attacker

too) and the second one being the victim, with the attacker

aiming to increase its own throughput by sacrificing that of

the victim. Further extensions to more general cases will be

presented based on this simple one.

With each user having only one antenna, the AP transmit-

ted data for 𝑖-th user can be simplified to a scalar 𝑠𝑖 , and the

corresponding beamforming matrix is 𝒄𝑖 ∈ C𝑀
T×1

. There-

fore, the total transmit signal at the AP is 𝒄1𝑠1 + 𝒄2𝑠2, since
the data for the two users are transmitted simultaneously.

After undergoing the wireless channel 𝒉𝑖 ∈ C1×𝑀
T

from the

AP to the 𝑖-th user, the received signal at 𝑖-th user can be

expressed as

𝑦𝑖 = 𝒉𝑖 (𝒄1𝑠1 + 𝒄2𝑠2) + 𝑛𝑖 . (5)

The resulting SINR of 𝑖-th user can be calculated as

𝜂𝑖 =
|𝒉𝑖𝒄𝑖 |2𝑝T𝑖

|𝒉𝑖𝒄3−𝑖 |2𝑝T
3−𝑖 + 𝜎2

, (6)

where 𝑝T𝑖 is the AP’s transmit power to the 𝑖-th user. To

improve the throughput, there are only two feasible ways:

increasing signal power |𝒉𝑖𝒄𝑖 |2 and suppressing interference

|𝒉𝑖𝒄3−𝑖 |2. All MU-MIMO beamforming algorithms seek the

balance between twoways. As BeamCraft aims tomanipulate

traffic under all beamforming algorithms, we need to forge

a feedback matrix of the victim that both increases signal

power and suppresses interference for the beneficiary. To

this end, we aim to design the forged feedback matrix that

can work with two typical beamforming algorithms, that

is, direct beamforming and ZF beamforming. The former

directly takes the feedbackmatrix as the beamformingmatrix

for maximizing the signal power ignoring the interference

while the latter forces the inter-user interference to be zero.

For the direct beamforming algorithm, 𝑪 = [𝒗1, 𝒗2] where
the feedbackmatrix 𝒗𝑖 can be simplified to𝒉𝑖/| |𝒉𝑖 | | for single-
antenna users, and the SINR at the beneficiary becomes:

𝜂d
1
=

| |𝒉1 | |2𝑝T1
| |𝒉1 | |2 |𝜌M |2𝑝T

2
+ 𝜎2

, (7)

where 𝜌M = 𝒗𝐻
1
𝒗2 describes the correlation between the

channel of two users. For the ZF beamforming, 𝑪 can be

expressed as (1 − |𝜌M |2)− 1

2

[
𝒗1 − (𝜌M)∗𝒗2, 𝒗2 − 𝜌M𝒗1

]
where

(·)∗ denotes the conjugate operation [65], and the SINR at

the beneficiary becomes

𝜂ZF
1

=
| |𝒉1 | |2 (1 − |𝜌M |2)𝑝T

1

𝜎2
. (8)

By observing the above two SINR expressions, one can clearly

find that the correlation 𝜌M influences the SINR under two

typical algorithms. Since all beamforming algorithms aim to

balance between increasing signal power (i.e., direct beam-

forming) and suppressing interference (i.e., ZF beamforming),

reducing |𝜌M | can improve the SINR under all types of beam-

forming algorithms. Therefore, an attacker can forge the

feedback matrix of the victim (denoted by 𝒗f
2
) being orthog-

onal to that of the beneficiary, i.e., (𝒗1)𝐻𝒗f2 = 0; the forged

feedback matrix can again be obtained via Gram–Schmidt

orthonormalization method. With the forged 𝒗f
2
, all beam-

forming algorithms apply the same beamforming matrix,

i.e., 𝒄1 = 𝒗1 and 𝒄2 = 𝒗f
2
, since there is no inter-user in-

terference, and the SINR of the beneficiary can be boosted

to 𝜂f
1
= | |𝒉1 | |2𝑝T1 /𝜎2

while that of the victim is reduced to

𝜂f
2
= | |𝒉2 | |2 (1 − |𝜌M |2)𝑝T

2
/(| |𝒉2 | |2 |𝜌M |2𝑝T1 + 𝜎2).

Based on the simple two-user single-antenna case, we can

proceed to consider general cases with more than two users

and each user equipped with multiple antennas. The intuitive

attack is to forge all BFI except the beneficiary, however,

this would increase the possibility of exposure as the users

are randomly distributed in the scenario. Alternatively, we

can sniff BFI from all users and calculate the correlation of

the feedback matrix between the beneficiary and any other

user. Indicated by comparing 𝜂f
1
to 𝜂d

1
and 𝜂ZF

1
, the profit of

forging increases with |𝜌M |. Therefore, we prioritize the user
with the highest correlation as the victim, and determine

the attacker’s location and transmit power accordingly. The

7
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Figure 7: BeamCraft implementation: (a) hardware con-
figurations and (b) experiment layout in an office area.

remaining users may be selected as victims if the forged

packet cannot be correctly decoded by them either. Besides,

when the users are equipped with multiple antennas, the

correlation is a matrix rather than a scalar, so we need to

calculate the norm of the correlation matrix and select the

highest one. Because this selection procedure effectively

brings any complicated cases back to the simple one analyzed

earlier, the proposed attack procedure can still be applied,

including the Gram–Schmidt orthonormalization method, to

derive the forged feedback matrix.

4 IMPLEMENTATION AND SETUP
In this section, we elaborate on BeamCraft ’s implementation,

as well as introduce the experiment setup.

Implementation. We use a Raspberry Pi 4 [41] with 4GB

RAM, oneWi-Fi NIC (Alfa AWUS036ACM [3]), and two radio

frequency (RF) digital step attenuators (ranging from 0dB to

31.75dB with the step being 0.25dB) to act as an attacker, as

shown in Figure 7a. The Wi-Fi NIC works in monitor mode

and is used for sniffing and injecting packets. Due to our

inability to control the transmit power via NIC driver, the

two RF digital step attenuators are used for adjusting the

transmit power. Note that the attenuation setting latency

(microsecond level [4]) of RF digital step attenuator is much

smaller than the time interval of channel sounding (millisec-

ond level) so that the attenuation can be controlled in a timely

manner to satisfy the need of the attacker. The Raspberry Pi

4 is used for executing the joint location and transmit power

strategy and the proposed BFI forgery method. Moreover,

the beneficiary could be the Raspberry Pi or any user who

cooperates with the attacker.

We implement the software framework of BeamCraft in

low level C++ language running on the Raspberry Pi 4. Fol-

lowing the workflow introduced in Figure 5, the attacker first

utilizes libpcap 1.10.3 [47] to capture packets from the Wi-Fi

AP and other users with the attenuation of the attenuator

being 0dB. After measuring path attenuation, the proposed

joint location and transmit power strategy is used for deter-

mining the location of the attacker and transmit power of

the forged BFI packet. Here, we set the SNR margin to 3dB

since the SNR threshold for two consecutive MCS indices

differs by 2-4dB. With these preparations, the attacker starts

sniffing the BFI from the users and the captured BFI is de-

compressed into the feedback matrix following the Wi-Fi

standards [7]. With the proposed BFI forgery method, the

forged feedback matrix is constructed using Eigen 3.3.7 [21]

and then is compressed into a BFI packet. Finally, the forged

BFI is injected using libpcap with the specific transmit power

once the attacker detects the NDP announcement.

Experiment Setup. We conduct experiments in an office

area, as shown in Figure 7b. The Wi-Fi AP located in the

center of the area is Xiaomi Redmi Router AC2100 [59] with

four antennas and operates at 5GHz with 20MHz bandwidth

under the Wi-Fi 5 standard. The users randomly distributed

in the area consist of six types: two smartphones (iPhone

15 [5] with two antennas and Xiaomi 13 Pro [58] with two

antennas) and four Wi-Fi NICs for the laptop (Intel 8265 [26]

with two antennas, MediaTek MT7921 [32] with two anten-

nas, Realtek RTL8821CU [43] with one antenna, and Realtek

RTL8812BU [42] with two antennas). Iperf3 [48] is used for

measuring the throughput between the Wi-Fi AP and users.

To show the average performance, the number of user loca-

tions is 12 and the test time of each location is around 15

minutes. The total test time is more than 30 hours.

Metrics. We adopt two metrics, namely reduction rate and

increase rate, to quantify attack performance. The former is

used for describing the performance of the traffic disruption

and is defined as the reduction percentage of the victim’s

throughput, i.e., (𝜏N − 𝜏A)/𝜏N, where 𝜏N and 𝜏A denote the

throughput without/with attacks, respectively. The latter is

used for describing the performance of the traffic plunder and

is defined as the increasing percentage of the beneficiary’s

throughput, i.e., (𝜏A − 𝜏N)/𝜏N.

5 EVALUATION
We start with two micro-benchmark studies to demonstrate

the effectiveness of BeamCraft and then present the overall

performance under traffic plunder and traffic disruption.

5.1 Micro-benchmark Studies
5.1.1 Low Exposure Rate. To validate our joint location and

power selection strategy for the attacker (detailed in Sec-

tion 3.2), we begin by assessing the impact of transmit power

at a predetermined location. Specifically, we arrange the

attacker, the Wi-Fi AP, and the victim in a linear configura-

tion, maintaining a 5m distance between the Wi-Fi AP and

each of the other two parties. Figure 8a shows the decoding

probabilities of forged BFI at the Wi-Fi AP and the victim

8
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Figure 8: Probabilities of correctly decoding at the Wi-
Fi AP and victim, with different (a) transmit power and
(b) distance between the attacker and the AP.

across various transmit power and MCS indexes. Following

the proposed strategy, the selected transmit power is 9dBm

when the SNR margin 𝛿SNR is 3dB and the MCS index is 6.

This setup results in a 0% decoding probability at the victim

and a 100% probability at the Wi-Fi AP, as depicted in Fig-

ure 8a, thereby confirming the strategy’s effectiveness. The

difference between the decoding probability for victim and

AP can be attributed to distinct propagation attenuation. Ad-

ditionally, a higher MCS index, correlating with an increased

SNR requirement, further reduces decoding probability. One

may expect to detect the forged BFI via its high MCS index,

but the AP cannot make such an identification as it may re-

ceive BFIs modulated with all MCS indices, while the victim

cannot decode the forged BFI given our location and power

selection stragegy.

Maintaining the distance between the victim and the Wi-

Fi AP, we also explore the feasible region of the attacker

by controlling the distance between the attacker and Wi-Fi

AP, as shown in Figure 8b. Using the proposed strategy, the

transmit power is dynamically adjusted to ensure that the

probability at the victim remains at zero. Remarkably, the

probability at the AP stays at 100% even when the distance

between the attacker and the AP is 14m, 2.8 times of that

between the victim and the AP. This confirms the exten-

sive feasible region and zero exposure risk achieved by our

proposed location and power selection strategy.
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Figure 9: Comparison between the computational la-
tency and the channel sounding interval in (a) SU-
MIMO mode and (b) MU-MIMO mode.

5.1.2 Real-time Capability. To avoid the adverse effect of

channel variation on the effectiveness of the forged feed-

back matrix, the injected BFI is forged based on the sniffed

BFI in the last channel sounding. This approach necessitates

that the total computational latency, including the stages of

decompression, feedback matrix forgery, and compression,

should be shorter than the channel sounding interval. To this

end, Figure 9 presents the latency under SU-MIMO and MU-

MIMO modes with different bandwidths for a two-antenna

user. One can clearly observe that even under the most de-

manding conditions (80MHz bandwidth inMU-MIMOmode),

the average computational latency is merely 1.9ms. Though

the overall latency may grow to around 2.5ms on average

by further considering the overhead of sniffing and forgery,

this values is still significantly below the minimum chan-

nel sounding interval of 43.7ms in all tested scenarios. This

demonstrates BeamCraft’s real-time operational feasibility

and efficiency. Looking forward, the adoption of parallel

processing techniques promises to further decrease latency,

potentially enabling BeamCraft to effectively work in the

upcoming Wi-Fi 7 hardware with up to 320MHz bandwidth.

5.2 Performance of Traffic Disruption
To show the overall performance of traffic disruption, we con-

ducted experiments involving six types of users as victims.

Figure 10 presents the normal throughput without attack

and the throughput with attacks using the optimal forged

feedback matrix and the random matrix. The throughput

drops significantly after injecting the optimal feedback ma-

trix. Despite inherent differences in throughput performance

among users, attributed to the varied software and hard-

ware configurations of NICs by different manufacturers, the

average throughput experiences a substantial decrease to

21.3Mbps from 112.9Mbps for users with two antennas, and

to 12.3Mbps from 60.5Mbps for user with one antenna. The

average reduction rate achieved by the optimal forged feed-

back matrix is about 80.6%, seriously hindering normal Wi-

Fi communications. This demonstrates that our BFI forgery

method is universally effective, not limited to a specific user.

Additionally, injecting the random feedback matrix also di-

minishes throughput by an average rate of 15.8% and the

decline is considerably less severe than that with the optimal
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Figure 10: Overall performance of traffic disruption.
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forged feedback matrix, confirming the superiority of our

BFI forgery method. To delve deeper into the performance of

the traffic disruption attack, we study the impact of practical

factors using RTL8812BU as the representative.

Impact of Bandwidth. We evaluate the impact of the Wi-Fi

system’s bandwidth, and Figure 11a shows the throughput

with and without attacks across various bandwidths. Al-

though the normal throughput increases with the bandwidth,

the reduction rate caused by the optimal forged feedback

matrix remains at the same level of roughly 80.4%, signifi-

cantly outperforming that with the random feedback matrix,

approximately 21.1%. Note that the cost of BeamCraft still re-

mains low irrespective of bandwidth increases, only needing

to inject forged BFI 10∼30times per second. This is attrib-

uted to the nearly constant channel sounding interval under

different bandwidths as shown in Figure 9. These findings in-

dicate that BeamCraft can effectively attack high-bandwidth

Wi-Fi systems at a sufficiently low cost.

Impact of Distance. We evaluate the impact of the distance

between the victim and theWi-Fi AP. As shown in Figure 11b,

the throughput with/without the attack decreases with the

distance due to the increase of the propagation attenuation.

Nevertheless, the reduction rate increases with the distance,

being 83.3%, 86.2%, and 88.1% for distances of 10m, 20m,

and 30m, respectively. This result arises because the forged

BFI directly reduces the received signal power at the victim,

and the relationship between throughput and signal power

follows a logarithmic function. Therefore, the throughput

reduction becomes more pronounced at a longer distance,

where signal power is naturally lower.
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Figure 11: Impact of practical factors on traffic dis-
ruption: (a) AP’s bandwidth, (b) distance between the
victim and AP, (c) mobility of the victim, and (d) 𝜌 f for
manipulating the traffic at will.

Impact of Mobility. In practice, the user may move. To eval-

uate the impact of the mobility, the victim moves on a pre-

scribed route, maintaining an average distance of 20m from

the Wi-Fi AP. Figure 11c illustrates throughput variations

over time with and without the attack. User’s mobility natu-

rally decreases the accuracy of the beamforming direction,

reducing the average normal throughput to 75.3Mbps (from

98.6Mbps in static state). Under the attack, the throughput

further declines to 22.4Mbps, affirming the traffic disruption

attack’s effectiveness even amidst user movement.

Impact of 𝜌 f . In Section 3.3, we propose to manipulate the

traffic at will by controlling 𝜌 f . The efficacy of adjusting 𝜌 f is

demonstrated in Figure 11d, where one can clearly observe

that the reduction rate increases with 𝜌 f . The relationship

between them follows a monotone convex function. It is

because the received signal power at the victim quadrati-

cally decreases with 𝜌 f and the throughput logarithmically

increases with the power. Consequently, the throughput log-

arithmically decreases with (𝜌 f )2, leading to the monotone

convex function between the reduction rate and 𝜌 f . The re-

sult verifies that the attacker can precisely control victim’s

traffic, demonstrating the flexibility of BeamCraft.

5.3 Performance of Traffic Plunder
In this section, we conduct experiments to evaluate the per-

formance of traffic plunder. Two users equipped with two-

antenna RTL8812BU simultaneously connect to theWi-Fi AP

and request downlink traffic. One user acts as the attacker

(also the beneficiary) and executes the traffic plunder attack,

boosting its throughput at the expense of the other user

(the victim). Figure 12a shows the performance of the traffic

plunder attack. With the attack, the beneficiary’s through-

put increases to 87.2Mbps from 72.9Mbps, an increase rate

of 19.6%, while the victim’s throughput drops to 43.1Mbps

from 71.9Mbps, a reduction rate of 40.1%. This result verifies

the effectiveness of the traffic plunder. Additionally, using a

random feedback matrix significantly reduces the through-

put for both the beneficiary and the victim due to increased

interference and decreased received signal power, resulting

in lower SINRs at both users. Furthermore, we examine the
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Figure 12: Throughput with/without traffic plunder for
users with (a) two antennas and (b) only one antenna.
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Figure 13: Impact of practical factors on traffic plunder.

attack’s impact on two single-antenna users (RTL8821CU),

as shown in Figure 12b. The results closely resemble those

from the two-antenna scenarios, though with a milder im-

pact: the beneficiary’s throughput increases by 15.1%, and

the victim’s decreases by 20.9 %. Given that the rationale

behind our method is to eliminate the interference at the

beneficiary, the lower inter-user interference among single-

antenna users can explain this difference. The results demon-

strate our proposed attack’s effectiveness across different

user configurations. In the following, we study the impact

of practical factors using RTL8812BU as the representative.

Impact of Bandwidth. We examine how the performance

of the traffic plunder varies with the bandwidth of the Wi-Fi

AP. Figure 13a shows the reduction rate of the victim and

the increase rate of the beneficiary. Both of them remain

almost unchanged under different bandwidths, around 20.5%

and 37.9 %, respectively, since the data transmission over

the whole bandwidth is managed by the beamforming and

the forged BFI misleads the beamforming direction of each

subcarrier uniformly. Meanwhile, as shown in Figure 9b, the

attack towards MU-MIMO mode requires only 10∼20 forged
BFI injections per second, indicating that BeamCraft can

realize the attack with low cost regardless of bandwidth.

Impact of Correlation. We also evaluate the impact of the

correlation |𝜌M | between the feedback matrices of two users.

To achieve different correlations, we vary the angle formed

by the AP-victim and AP-beneficiary lines and fix the dis-

tance between the Wi-Fi AP and the victim/beneficiary. Fig-

ure 13b indicates that both the beneficiary’s increase rate

and the victim’s reduction rate increase with the correlation.

The result accords with the analysis in Section 3.4 that higher

correlation leads to higher interference and the attack can

yield greater benefits since it eliminates the interference at

the beneficiary.

5.4 Real-World Experiment
To demonstrate BeamCraft’s real-world applicability, we con-

duct an experiment involving 10 users (covering all types

mentioned in Section 4) randomly distributed within an of-

fice area and concurrently connected to a single Wi-Fi AP.

To further verify the wide applicability of BeamCraft, we

test it with another two representative Wi-Fi APs.
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Figure 14: Performance of BeamCraft in a real-world
scenario: (a) traffic disruption and (b) traffic plunder.

Traffic Disruption. Figure 14a illustrates the throughput
for four representative users, with the rest exhibiting sim-

ilar patterns. Due to compatibility issues with MU-MIMO

mode among some devices, the Wi-Fi AP switches between

SU-MIMO and MU-MIMO modes to accommodate all users.

Sincemultiple users share the bandwidth, the average through-

put over users is 28.8Mbps. Under the attack, the through-

put experiences a significant reduction to 7.5Mbps, severely

impacting the viability of normal communication services.

Specifically, we assess the performance of the attack on video

streaming and online gaming when the Wi-Fi AP operates

at 5GHz with 40MHz bandwidth, as shown in Table 1. The

resolution and bitrate of the testing video are 3840 × 2160

pixels and 51Mbps, respectively. For video streaming, its

quality of experience (QoE) is represented by the fluency

of the video, i.e., rebuffering percentage [37] that is the per-

centage of the total streaming time spent rebuffering. For

online gaming, we use the latency between the client and the

game server. It can be observed that the QoE of the two tasks

drops significantly under the attack, further confirming the

effectiveness of BeamCraft.

Table 1: Performance on two communication tasks.

Task Video Game

Metric Rebuffering percentage Latency

W/o attack 0.0% 13.7ms

W/ attack 78.0% 55.1ms

Traffic Plunder. Since the Wi-Fi AP transmits data up to

four users simultaneously in the MU-MIMO mode, user 1

(RTL8821CU) is selected as the beneficiary and the other

three users are regarded as potential victims. For the case

with more than two users, we propose to select the user with

the highest correlation as the victim in Section 3.4. To verify

it, we present the throughput of the beneficiary in three cases:

i) without attack, ii) with only one victim, and iii) with three

victims together, as shown in Figure 14b. The correlation

between the feedback matrices of the three potential victims

(users 2, 3, and 4) and that of the beneficiary is 0.43, 0.52, and

0.58, respectively. From Figure 14b, compared to selecting

user 2 or 3, selecting user 4 as the victim yields higher profit
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Table 2: Traffic disruption on different APs.

AP TP-Link XDR3020 Xiaomi AX3000T

W/o attack 135.3Mbps 132.6Mbps

W/ attack 23.2Mbps 21.8Mbps

Reduction rate -82.6% -83.6%

Table 3: Traffic plunder on different APs.

AP TP-Link XDR3020 Xiaomi AX3000T

W/o attack 76.4Mbps 75.7Mbps

W/ attack 89.6Mbps 87.9Mbps

Increase rate +16.9% +18.3%

and the throughput benefit from the attack increases with the

correlation, verifying the effectiveness of the victim selection

policy. Moreover, simultaneously selecting users 2, 3, and 4

as victims surpasses the outcome of only one victim.

Different APs. To further verify the performance of Beam-

Craft, we conduct experiments with another two different

Wi-Fi APs, i.e., TP-link Router TL-XDR3020 [49] and Xiaomi

Router AX3000T [60]. Tables 2 and 3 illustrate the perfor-

mance of traffic disruption and traffic plunder, respectively.

Due to the page limit, we only show the performance of

one user (RTL8812BU), and other users show similar perfor-

mance. For the two different Wi-Fi APs, the average reduc-

tion rate of the victim’s throughput achieved by the traffic

disruption is 82.6% and 83.6%. With the traffic plunder, the

average increase rate of the beneficiary’s throughput is 16.9%

and 18.3%, respectively. Both of them are similar to the re-

sults in Sections 5.2 and 5.3. These experiments evidently

prove that BeamCraft can apply to different Wi-Fi APs.

6 LIMITATIONS AND DEFENSE
In this section, we first discuss the limitations of BeamCraft

with extended experiments, then present the generalizabil-

ity of BeamCraft towards Wi-Fi 6 systems. Finally, defense

strategies against BeamCraft are proposed.

6.1 Discussions with Extended Experiments
In our experiments, we observe the instability of the MU-

MIMO mode, as shown in Figure 15a. The Wi-Fi AP may

exit the MU-MIMO mode and shift to SU-MIMO due to the

channel variation triggered by movements, indicated by the

correlation between feedback matrices in two consecutive

BFI packets. This phenomenon also occurs after launching

the attack for a while and we guess the reason is the “retry”

indication in the forged beamforming feedback packet. As the

AP continuously receives these packets, it interprets the sit-

uation as ongoing significant channel variations, prompting

a switch to SU-MIMO mode to avoid serious inter-user inter-

ference. To measure the effect caused solely by the attack, we

modify the Realtek drivers for RTL8821CU and RTL8812BU,

enabling detailed packet information and throughput mea-

surement exclusive to MU-MIMO mode. Consequently, the

experiment results of traffic plunder focus on RTL8821CU

and RTL8812BU. To prevent unintended mode switches, one

possible way is to add the forecast for the NDP announce-

ment so that the forged BFI can arrive at the Wi-Fi AP before

the genuine one without the “retry” indication, which we

leave as a future exploration.

Our experiments focus on the Wi-Fi 5 standard that is the

most widely adopted one. In the up-to-date Wi-Fi 6 standard,

orthogonal frequency-division multiple access (OFDMA)

technique is applied. Each active user only occupies a part of

the whole bandwidth and beamforming is used for the data

transmission over the allocated bandwidth. Consequently,

BeamCraft should still work withWi-Fi 6 systems. Figure 15b

illustrates the throughput reduction caused by the traffic

plunder attack in a Wi-Fi 6 system consisting of Xiaomi

Router AX3200 [61] and MT7921, verifying the generalizabil-

ity of BeamCraft.

6.2 Defense and Security Analysis
We hereby present three defense strategies.

Encryption. The first strategy involves encrypting the BFI

to prevent forged BFI packets from bypassing security check

at the Wi-Fi AP. Despite its potential for enhancing secu-

rity, this method incurs overheads due to the necessity for

frequent key exchanges and the encryption/decryption pro-

cess. Existing work on the overhead of data frames encryp-

tion [36] has proved that it severely reduces throughput and

introduces high latency. Such negative impacts may also be

present when encrypting the BFI, making it less suitable for

environments with high user dynamics, such as shopping

malls and cafeterias.

Channel Verification. The second strategy leverages chan-

nel reciprocity for security verification [56]. The Wi-Fi AP

can measure the CSI between the user and itself from the

pilot contained in the BFI packet and the measured CSI is
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ought to match the received compressed CSI. This counter-

measure should work well for most Wi-Fi NICs, but attackers

equipped with SDR could modify the pilot signals within BFI

packets, thereby passing the security verification.

Pilot Randomization. The third strategy makes use of ran-

dom pilots within NDP in each channel sounding and the

user feeds received signals back to the AP, making it chal-

lenging for attackers to sniff the CSI [52]. This approach

potentially disrupts the traffic plunder attack by obscuring

real CSI, although it might not fully prevent traffic disruption

attacks since random feedback can still alter the beamform-

ing direction inaccurately.

Remarks. Given the limitations and benefits of these strate-

gies, we opt to combine channel verification with random

pilots. This hybrid strategy aims to obscure the channel in-

formation from attackers and strengthen the verification of

BFI packets, enhancing the Wi-Fi network’s resilience to

both plunder and disruption attacks without compromising

user experience or network performance.

7 RELATEDWORKS
Our work is related to traffic attacks towards Wi-Fi sys-

tems. As a network type, Wi-Fi systems face threats from

traditional higher-layer network attacks including denial-

of-service (DoS) attacks [11, 53, 62]. Bogdanoski et al. [11]
focus on the SYN (synchronize) flood attack and analyze its

impact on the service quality of voice, video, and data in

Wi-Fi systems. Tushir et al. [62] launch cascade DoS attacks

in a multi-hop Wi-Fi network and congest the entire net-

work by sending a few malicious packets. However, these

network-layer attacks can be easily detected and defended

by traffic filtering strategies. Meanwhile, Wi-Fi systems, re-

lying on wireless radio signals for transmission, are also

vulnerable to various jamming attacks, including generic

jamming attacks [8, 44, 54, 63] and Wi-Fi-specific jamming

attacks [15, 27, 45, 68]. The former is to overwhelm wireless

signals by injecting high-power random interference signals

and can be used in other types of wireless systems. The lat-

ter is dedicated to the signal processing pipeline and media

access protocols of the Wi-Fi system, such as the channel

estimation [15], frequency orthogonality for OFDM [68], and

rate adaptation algorithms [35], thus being more efficient

and energy-saving. However, these attack methods generally

require strict clock synchronization between the attacker

and the victim, so they all stay on emulations with limited

practical significance.

Besides the method described, attacks against beamform-

ing can also effectively disrupt traffic while being signifi-

cantly more energy-efficient, requiring the forgery of only

a small number of packets. Tung et al. [52] propose power
attack that misleads power allocation at the Wi-Fi AP in the

MU-MIMO mode by reporting the falsified scale of genuine

CSI. Zhang et al. [67] further analyze the theoretical perfor-
mance of power attack for massive MIMO systems. Different

from them, Hou et al. [23] propose to undermine the user

selection of MAC layer in MU-MIMO mode, causing severe

disruption; it differs from BeamCraft that targets physical

layer under fixed user selection. Besides, forging CSI feed-

back can also be used to enable eavesdropping by misleading

the beamforming direction, allowing unauthorized listening

to ongoing transmissions [56, 57]; such objectives diverge

from our focus on traffic manipulation. Finally, the effective-

ness of these attacks is confined to SDR-driven emulations

under non-standard Wi-Fi protocols and specific beamform-

ing algorithms, resulting in limited real-world applicability.

The security aspect of Wi-Fi integrated sensing and com-
munication (ISAC) [13, 22] is a marginally related topic, as

it shares the same Wi-Fi technology with BeamCraft. With

Wi-Fi sensing recently gaining the capability for handling

multiple persons [25, 29], users are increasingly concerned

about its vulnerability to exploitation. As a demonstration,

WiKI-Eve [24] leverages keystroke-induced BFI variations

to eavesdrop numerical passwords typed on smartphones.

Meanwhile, mimoCrypt [31] is the first attempt to thwart

such attacks via physical encryption. Inspired by the BFI

exploitation of WiKI-Eve, BeamCraft further suggests that

BFI can be exploited to threaten Wi-Fi communications.

8 CONCLUSION
In this paper, we have explored a critical vulnerability in

beamforming due to clear-text CSI feedback. We introduce

BeamCraft, the first attack to manipulate traffic in commod-

ity Wi-Fi networks by forging beamforming feedback. Our

approaches include a joint location and transmit power se-

lection strategy for the attack’s covertness, alongside a novel

BFI forgery method capable of conducting both traffic disrup-

tion and plunder attacks in the face of hidden beamforming

algorithms. The extensive evaluations with commodity de-

vices have evidently demonstrated BeamCraft’s capability

to significantly diminish the traffic of victim while simulta-

neously boosting the traffic of beneficiary. These findings

highlight a pressing need for advanced defense strategies for

Wi-Fi systems to safeguard against such risks.
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